ABSTRACT The world is on the verge of a technological evolution that will revolutionize Internet access across the globe using direct device-to-satellite links. Such direct global connectivity brings with it an opportunity for the medical community to have a new framework for the secure transmission of confidential personal medical information and clinical systems data. Such a framework has the potential to connect developed-country expertise with less-advanced health services in developing countries, remote communities, patients' homes, or in disaster zones. This paper explores this emerging concept along with potential communication advancements in medical equipment and presents a conceptual view of implementing everdemanding health-care services that can benefit the global population. Further, the paper elaborates upon cyber security challenges to digital health-care services. We provide evidence on the need to improve or develop encryption and hashing algorithms and how it can help to meet the cyber security challenges faced by key stakeholders for e-Health. This will ensure fast, reliable, and effective health-care services for both developing economies and remote locations in developed countries.
I. INTRODUCTION
Before the modern/information age, reliable and efficient public healthcare systems were judged on professionalism, the skill of their practitioners and strict administrative controls. In those days, healthcare systems were mainly meant to provide a front-line defense against communicable diseases or pandemics for the patients, facilitate medical research along with innovation and were also aimed at delivering therapeutic outcomes [1] . However, recent technical advances have witnessed the spread of communication networks across the globe which has brought substantial improvements in telecommunication infrastructure and computing technologies which have led to the digitization of personal health information. Not only this, the increase in interconnectivity between medical devices and other clinical systems is also on the rise [2] . Such developments have added another facet in ascertaining a reliable health care system, i.e. how to secure digitized personal health information of an individual. Tomossy et al. [1] argue that while digital data assists healthcare providers in instant access to consolidated health records, such systems are prone to significant breaches of privacy and jeopardizes the relationship between doctor and patient. Therefore, personal information has become a treasured commodity, and attackers are always looking for means and ways to steal it [3] . However, adoption of a layered security model can help in mitigating this hyper-evolving threat landscape in the cyber world [4] .
Quality health-care is still something that can only be imagined in developing countries [5] . A similar situation also exists in remote/rural areas of developed countries as well. Despite the fact that Governments designate a major chunk of their economy on health-care infrastructure, provision of similar treatment to all of its citizens is not possible due to number factors that include hospitals in rural areas, moving doctors to such areas or bringing patients to urban centers. On the other hand, significant improvements in technology such as the use of wireless mobile devices have enabled patients to be aware of their diagnostic status, disease control, and monitoring as they can move along with such devices easily. Global Internet access using direct communications with low-earth-orbit satellites is the latest technological invention, unlike previous satellite systems dependent on ground control stations, that many major vendors are looking to explore. Once successfully tested, this concept is expected to change the scenario of human thinking. Access to the Internet using this media will enable remote areas being connected to the rest of the world which otherwise appears impossible. The National Research Council [6] argues that there exist two foremost drivers that will compel Governments and healthcare providers to embrace this change. These drivers are the low cost of care, and the fact that health-care delivered at home is valued by patients which in turn promote healthy living and well-being [6] .
This paper frames the aforementioned intricate problem of provision of health-care services in areas where such services are difficult to be provided or maintained. The paper also discusses the conjecture that medical equipment will become increasingly deployed in patients' homes and remote areas. Implementation of Internet access using satellites will also see these units becoming more portable and having increased capabilities. In urban areas, this will result in less demand for hospital beds and a decrease in demand for outpatient facilities. Although considered essential regarding reliability, efficiency, availability, and comfort, the need to minimise the potential impact of security breaches and to have strong encryption mechanisms while data is at rest and moving is presented.
II. RESEARCH OBJECTIVES
The objective of this research is to propose practical frameworks (primary and secondary) for the secure and robust exchange of medical information without compromising data integrity particularly when medical devices are used in homes and rural communities. The investigation aims to achieve following objectives: 1) Effective use of the latest technology trends to help reach medical facilities to patients' homes/rural communities. 2) Secure exchange of personal medical information. 3) Use of secure encryption algorithms purely for the medical community. 4) Assist Governments in reducing their expenses on developing hospitals/out-patient facilities. 5) Help the developing countries in utilising the latest technology trends to access developed countries expertise. 6) Non-reliance on patients' modem/router used for normal Internet surfing.
III. BACKGROUND INFORMATION A. GLOBAL SATELLITE COMMUNICATIONS (THE FUTURE OF INTERNET COMMUNICATION)
On 28 April 2016, OneWeb applied to the U.S. Federal Communications Commission (FCC) proposing the implementation of global high-speed Internet coverage using a constellation of low earth orbit (LEO) satellites [7] to provide global 100Mbps-1Gbps Internet coverage. In response, the While it is unlikely that all of these FCC applications will be successful, several of the bigger players (for example, SpaceX and OneWeb) have commenced construction of supporting infrastructure and have set preliminary timeframes for VOLUME 6, 2018 the launching of satellites for testing purposes. OneWeb has commenced construction of a satellite manufacturing facility in Exploration Park, Florida [31] , while SpaceX took over approximately 2,800 m2 facility in Redmond, Washington, in 2014 for its communications center [32] . SpaceX recently added to this by procuring a second 3,800 m2 (approximately) facility nearby for satellite development [33] .
OneWeb intends an initial launch of 10 satellites using a 'Europeanized Russian Soyuz' rocket in May 2018 [34] . Following to this, the company plans to launch a constellation of 648 satellites (40 SVs in 18 orbital planes) at an altitude of 1200 km in a bid to have a fully operational system by 2027 [35] . As their website states, their goal is "To fully bridge the Digital Divide by 2027, making Internet access available and affordable for everyone" [36] . SpaceX suggests 2019 as when they would be ready to commence launches and have a fully operational system by 2024 [37] . Brodkin [38] claims that SpaceX has a plan to launch 4425 satellites at altitudes of 1150-1300 km by 2030. On the other hand, Boeing is also not far behind the companies stated earlier as they plan an initial launch of 1396 satellites at an altitude of 1200 km, to be followed later by an additional 1560 satellites [39] .
If OneWeb, SpaceX and Boeing are indicating this timescale to become operational, for this paper, it can, therefore, be assumed that between 2030-2050 global Gigabit Wi-Fi communications will be already established and have become commonplace. Strong competition can be envisaged that will surely lead to reliable, efficient, and high-speed services considering the number of proposals received, and the launch plans of the global satellite companies stated earlier. This framework is therefore considered to have the potential to provide a secure medium for the worldwide transmission of confidential medical data from a patient's home, from remote locations or from anywhere in developing countries direct to developed countries medical facilities. However, the planning of the correct steps particularly by the Governments and health-care providers towards achieving a secure data transmission framework such as this needs to be taken now.
B. GROWING WORLD POPULATION
According to worldmeters [40] , the current population of the world at this time of writing now exceeds 7 billion and is currently increasing at a rate of approximately 30 million per year. By 2050, the world population is anticipated to be approaching 10 billion as shown graphically in Figure 1 [41] .
It is anticipated that this will have many significant effects, two of which are: 1) Increasing difficulty in feeding the world's population as a whole [42] . 2) There will be inadequate infrastructure (hospitals) to cope with all those requiring medical attention as resources available are not directly proportional to the population increase [43] .
The above conjecture depicts that huge expenses would be required regarding infrastructure for medical equipment/facilities to support such a population. Consequently, this situation poses extreme difficulties not only for developing countries but the developed countries would also be needing huge expenses which are difficult to manage under prevailing economic conditions. This problem is compelling decision-makers to migrate health-care services towards homes and rural areas for a variety of reasons, some of them are [6] : 1) Increased cost in the provision of health-care. 2) Increased number of ageing adults.
3) The rise of chronic disease cases. 4) A wide range of technological innovations.
IV. DISCUSSION
Manyika and Roxburgh [44] claim that digital transformation has altogether changed the way humans work, socialize, exchange information and ideas around the globe. The growing dependence on technology, in particular, the mobile networked technology, has allowed decision-makers such as Governments, health-care providers and other interested parties to embrace the opportunities such systems provide. The emergence of the 'Global Internet' discussed earlier is a recent example in this regard. On the other hand, considering the advances in medical equipment over the past 33 years (since 1984) to assess what might be feasible within the next 33 years gives us a clear understanding how fast humans are progressing to bring ease into their lives. It can, therefore, be envisaged that real-time remote monitoring of an expanding range of medical devices and device instrument-testing/calibration will become feasible beyond what currently exists for cardiovascular implantable electronic devices [45] , drug pumps, defibrillators, and neurostimulators [2] .
A. IMPROVEMENTS IN COMMUNICATION AND POWER SUPPLY MECHANISMS
It can be envisioned that medical equipment will gradually evolve into autonomous and portable units, with independent communication mechanisms, i.e. medical equipment being able to communicate directly via satellite Internet services. The world has already seen small handheld devices being able to have direct satellite communication voice/text functions such as Thuraya portable devices [46] . Furthermore, in making medical equipment completely autonomous, such devices also need to be self-sufficient regarding power capabilities, so that they are not reliant on the local grid power supply or generators provided locally or transported to the remote locations. Medical units of the future used in homes and deployed in remote areas or disaster zones should have an independent electrical power supply that is adequate and reliable, that will essentially ensure that data integrity and the transmission of 'live' medical data will not be interrupted by power blackouts. Independent power abilities would also be vital in the field of disaster relief, where local infrastructure would likely be devastated. Advances in the following three areas should make this a feasible goal.
1) IMPROVEMENTS IN SOLAR TECHNOLOGY
Human beings have been exploiting solar energy for thousands of years to meet their daily needs albeit on an individual basis. However, the efficiency of solar panel technology (i.e. how much of the sun's energy is turned into electricity) has steadily advanced in recent years, and the current world record stands at 26.6% [47] . The world has already seen a practical implementation of solar technology, for example, solar-powered watches, which will gradually expand to larger devices such as laptops, etc. It is reasonable to assume that this trend will continue for years to come. Phillips [48] argues that use of solar technology will not only increase efficiency, but this will be aided by the introduction of new materials and technologies. Significant research has moved away from silicon-based materials and is investigating new materials such as perovskite, a calcium titanium oxide mineral [49] . Other aspects of solar-cell research are looking at moving away from the standard solar panel available today, such as investigating flexible films [50] and even spray-on technology [51] which expands the potential applications for solarpowered devices.
2) IMPROVEMENTS IN BATTERY/STORAGE CELL TECHNOLOGY
In recent years the majority of research into rechargeable technology has concerned lithium-based batteries, and this continues today [52] . The electric-car industry is expected to significantly increase demand for this element [53] , but there are some concerns whether available resources will be able to meet demand [54] . Non-lithium-based battery research encompasses such technologies as sodium-nickel chloride [55] , otherwise known as ZEBRA batteries, and aluminium ion [56] . On the other hand, graphene, a "wonder material" with remarkable properties and potentially an almost endless list of applications [57] , is likely to play an increasingly important role in technology in years to come. Graphene-coated electrodes in conventional lithium-ion batteries have significantly enhanced performance [58] , [59] and in itself has the feasibility for greatly enhanced performance supercapacitors to be manufactured [59] .
3) IMPROVEMENTS IN ENERGY CONSUMPTION FOR DEVICES
Using energy more efficiently is a key strategy while using data processing and communication devices. Such design concerns have become more significant for mobile devices as the demand for 24/7 connectivity combined with the convenience of portability increases. Advances in operational time per charge cycle for devices do not only come from improved battery technology providing long-lasting power, but also from improvements in device design being able to perform the same functions with reduced power consumption. Cullen and Allwood [60] 
. The authors went on to say that by 2050 this will equate to energy savings of approximately 55%. In other words, based on current trends and research being conducted, electronic devices are expected to be greatly more efficient regarding power consumption by 2050 compared to the devices today. The potential is, therefore, that fully autonomous medical devices will be even more likely. Not only will solar and storage cell technology improve significantly, but also the amount of electrical energy needed to power such devices will decrease.
B. POSITIVE IMPACTS
Through the above-stated arguments on improvements in various domains, it can be envisaged that greater focus will be placed on having more advanced medical equipment in the home as well as in remote communities. Far-reaching positive impacts of this will be as follows: 1) Moving essential/basic medical equipment from the hospitals to patients' homes/remote communities will reduce demand for hospital beds and outpatient facilities. 2) Patients will be less exposed to secondary infection from other patients in the hospital, and they will also feel less stressed by remaining in familiar surroundings. 3) Reduce demand for patients to travel to get treatment, potentially over long distances from remote communities to urban centers. 4) Availability of more advanced medical equipment helping in disaster-relief efforts.
V. PROPOSED FRAMEWORKS
This section discusses the two frameworks the authors are proposing to provide efficient health-care facilities to patients at home and in remote communities. The primary framework is considered to be an innovative solution and is expected to VOLUME 6, 2018 FIGURE 2. Direct satellite transmission from medical equipment to medical centre.
be robust and reliable. However, as the availability of healthcare facilities is considered as the key component to handle the critical cases amicably, a secondary framework has also been proposed.
A. PRIMARY FRAMEWORK
Based on the technological advancements discussed earlier, it can easily be projected that the new space-race into providing global gigabit Wi-Fi connectivity will surely provide a primary framework for the transmission of medical data between each medical device located anywhere in the world, medical centers and at homes. Because OneWeb, SpaceX and Boeing, to name but three, are each planning to launch their global satellites gives a fair indication that this rivalry will provide a more robust and reliable solution for consistent improvement. Furthermore, if medical equipment of the future is to utilize this proposed primary transmission framework, each medical unit needs to have the inbuilt capability of communicating directly with the satellite vehicles (SVs) in orbit. An illustration of how such system will look like when deployed in a rural community center is presented in Figure 2 . Figure 2 shows how medical data will be sent from and received by medical equipment or a clinical system situated in a rural community center and operated by paramedical staff. This data is transported using satellite vehicle(s) to a professional doctor or a surgeon in an urban medical centre or a hospital for analysis and subsequent advice. The same illustration is also true in a situation where a person living in a developing country is looking for advice from a professional in a developed country.
Though it is assumed that this new technology will be steadfast keeping in view the giant companies involved and the significant investments being made by them, total reliance on satellite communications for the secure transmission of medical data is unwise. It can be attributed to the research undertaken by Dehling and Sunyaev [61] that availability of medical services is vital for the information security triad. The proposed primary framework could, therefore, be compromised by: 1) A technical malfunction within the satellite in orbit [62] or at a ground control station [63] . 2) Being more prone to cyber-attacks [64] .
3) The impact from space junk [65] . 4) Solar storms from coronal mass ejections, particularly at the peaks of the 12-yearly sunspot cycle [66] .
B. SECONDARY FRAMEWORK
Based on the factors related to the availability of global satellites as explained earlier, it is considered necessary to build redundancy into the communications system by providing a secondary backup framework. Williams and Woodward [2] argue that having a redundant system ensures that failure of one (primary) system does not affect the availability of a service. Particular to the problem being addressed through this research, a secondary transmission framework will need to utilize whatever terrestrial methods of communication are available. If the aim of being able to deploy medical equipment in various settings is to be achieved, this framework needs to be multi-faceted to enable connection via such media as fiber-optic cable or Wide Area Network (WAN) wireless connections. Medical equipment also needs to have the appropriate modem/router and connections to enable connectivity to whatever type of network access is available at the site of deployment. Modems/routers could be either inbuilt or come as a peripheral device shipped with the medical unit. However, the authors believe that such devices should be inbuilt to the medical units as this will ensure ease of management and overcome the requirement of having multiple power sources.
VI. CYBER SECURITY CHALLENGES
It is worth mentioning that the current value of credit card information for a single card on the dark web black market is less than US$0.20 when purchased in bulk [67] . However, the current value of electronic medical information for one individual on the dark web black market is approximately US$20 which is used for identity theft and possibly to launch more attacks [68] . It has, therefore, become essential to protect the privacy and confidentiality to overcome identity theft attacks. The need to ensure confidentiality, integrity, and availability of medical data while being transmitted or at rest via the proposed frameworks, in particular, the primary framework, requires a review and modification of existing standards and policies. The recent ransomware attack 'WannaCry' that attacked UK's National Health Service (NHS) [69] speaks of weak standards, policies and poor implementation of security controls. Therefore, having sufficient and well-planned security controls become more significant as moving medical equipment to patients' homes/remote communities will require a greater focus on the secure exchange of personal information to the hospital/doctor to keep the privacy of a patient's personal information from being compromised. Effective coordination between security and medical professionals to make the latter realise and understand the importance of information security through awareness programs is required [70] . Current hand-held technology is capable of direct voice/text communications via satellite. As discussed so far in this paper, by 2050 it is reasonable to expect medical equipment to be able to communicate directly to satellites in a similar fashion. Thus, hardware needs to be embedded with appropriate secure communication mechanisms to be wholly independent of patients' or remote communities' Wi-Fi access, IoTs, etc. and encrypt the medical data to prevent loss of confidentiality or integrity. Isolation from home-users' modems is important since these are normally considered highly insecure [71] .
A simplified form of Moore's Law, derived by Gordon E. Moore in 1965, states that processor speed will double approximately every two years [72] . However, in recent years this theory has started to break down, as was predicted by Intel's David House in 2005 [73] , who suggested 18 months is a more realistic figure. If we assume, therefore, that as a rule of thumb computer power will double every 18 months, then computer power will be approximately 2 21.33 or over 2500 times more powerful at the start of 2050 compared to what it is at the time of writing (early 2018).
The most secure encryption algorithm commercially available today is considered to be RSA-4096 [74] . RSA-4096 relies on the mathematical premise that it is difficult to factor very large numbers. However, Worstall [75] reported that researchers in Israel were able to bypass this in approximately one hour in a proof-of-concept experiment. Future computing power and its potential to render current encryption methods entirely ineffectual are well understood, and the development of new methodologies is also underway. Chen [76] reports that quantum cryptography ''is so powerful because it is physically impossible for a hacker to steal a key encoded using quantum particles''. Chen [76] goes on to say that "the eventual goal is to deliver quantum keys to a satellite, which could make it possible to send quantum-secured messages across the globe". This goal is aligned with the subject of this paper, namely the use of global Wi-Fi frameworks for the secure transmission of medical data and the enabling of secure remote firmware/software updating and calibration. It is clear that encryption algorithms inbuilt into medical devices of the future should be utilizing concepts as proposed by Chen [76] as soon as the global Internet becomes commercially available. The trust level between doctor and patient as stated otherwise earlier will certainly enhance.
A similar situation exists when dealing with available hashing algorithms. In 2004 the Message Digest version 5 (MD5) hash algorithm was broken by collision attack [77] . In February 2017, the Secure Hash Algorithm version 1 (SHA-1) was broken by the same method [78] . Increasing computer power will gradually threaten other hashing algorithms (e.g. SHA-2, SHA-3, SHA-256, SHA-512). Medical equipment manufacturers need to remain vigilant to evolving threats and hackers' capabilities and take mitigating steps to avoid such vulnerabilities developing over time.
It is a well-known fact that health-care providers give patient safety more importance than having to think about cyber security challenges applicable to the modern medical devices in use. For obvious reasons, this will remain the status quo until proper cyber-awareness training is provided to medical staff. The expansion of networked medical devices opens a challenge of controlling cyber security in this arena. Williams and Woodward [2] describe such challenges as follows:
1) Making health-care organisations understand the cyber security vulnerabilities present in the medical devices and making them aware of a security breach and privacy issues. 2) Cyber security protection in the medical devices to be embedded from their conception. 3) Development of relevant cyber security standards that can assist manufacturers and implementers to ensure compliance. 4) Inculcating awareness of cyber security and privacy issues on a regular basis.
VII. CONCLUSIONS AND RECOMMENDATIONS
Medical equipment should become more autonomous due to advancements in medical technology, including new paths of communication (in this case, the global Internet via satellite), and the enhanced efficiency of solar power and batteries/power supplies. These advances will enable remote access to live patient data in patients' homes, or indeed anywhere in the world, from medical centers. Placing medical equipment in patients' homes or remote communities will, in the former case, decrease the demand for outpatient facilities and hospital beds at medical centers, and in the latter, save patients from having to make long-distance travel to urban centres for certain medical treatments. Such deployments will surely assist Governments in reducing their expenses incurred in developing hospitals or out-patient facilities. For patients in developing countries, developed-country expertise can constantly be remotely available in real time. In disaster zones, such as an earthquake or flood-affected area, enhanced medical care without the dependence on shipping heavy generator equipment will become available to those in life-threatening conditions. Independent lines of data transmission through direct satellite communications will circumvent any dependence on local Wi-Fi or terrestrial network infrastructure outside the confines of medical centres, and therefore health-care services will flourish exponentially since patient safety is paramount over any security issues. The challenge here is to ensure that appropriate cyber security measures are in place to reduce the risks of this multifaceted domain. Various vulnerabilities related to data-in-transit and data-at-rest can be mitigated, such as being able to bypass patients' or remote community network devices which may be infected by malware. Having inbuilt functionality within the medical unit, i.e. modems/routers to communicate through any of the proposed frameworks, will also ensure non-reliance on patients' modem traditionally used through copper or fiber media for Internet surfing.
Furthermore, failures in securing digital health-care services are well-documented, particularly in wireless communications [2] . While existing standards, policies, and procedures are being updated to accommodate the new primary framework of secure transmission of medical data via lowearth-orbit satellite links; this would be an appropriate time to review and modify shortcomings in current policies related to terrestrial communications.
The requirement of improved or new encryption and hashing algorithms is considered the need of the hour to ensure secure exchange of medical information. A joint consortium of universities with strong research potential, security and health-care professionals, private companies particularly those involved in the launch of global satellite vehicles as well as medical equipment manufacturers, Governments and other health-care providers can effectively achieve this. Furthermore, the major challenge for health-care providers as argued by Williams [70] is to make them understand the importance of information security without hindering their workflow remains a major challenge for which regular security awareness activities need to be undertaken.
VIII. FUTURE WORK
The research undertaken for this paper provides a conceptual view of how the emerging technology can be exploited to accrue maximum benefits while addressing medical needs of every human being as their basic right. The research also draws a theoretical picture of how the security of medical data can be achieved through the proposed frameworks. A whole new avenue for researchers to look into the practical aspects of the proposed frameworks is opened up, with a particular focus on information security triad: confidentiality, integrity, and availability. A few of them are listed as under: 1) An in-depth review of protocols used in global satellite communication from a security perspective. 2) Investigate the possibility of using dedicated satellite channels purely for the secure transmission of medical data. 3) Investigate direct connectivity to satellite and terrestrial frameworks either by inbuilt means within the medical equipment or via external peripheral devices. 4) Investigate the use of advanced and upgradable encryption mechanisms that are fast and also ensures integrity and confidentiality of medical data. 5) Review of past breaches of security concerning medical data to propose improvised policies to encompass existing and future communication frameworks. PETER HANNAY is currently a Senior Security Consultant with Asterisk Information Security and also an Adjunct Lecturer with the School of Science, Edith Cowan University. He has a significant research background in cyber-security, with a particular focus in the locational history of embedded devices. He has spoken at major industry and academic conferences, both international and domestic.
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